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Gait recognition is an essential biometric technique that recognizes humans at a distance through their
unique walking style. In the present era of deep learning, automated gait analysis has become easier with
an increase in processing power. However, the recognition accuracy is affected by many covariates such
as clothing conditions, carrying objects, varying viewing angles, occlusion, walking speed variations, and
thus, it remains a challenging problem. For this complex problem, huge datasets are required to train for
given conditions and predict new situations; thus, deep learning is preferred. In this review paper, we cat-
egorize various gait covariates which have been recently handled. There are various approaches, but the
most effective approach is deep learning; hence in this paper, we include the most used deep learning
approaches for each covariate condition found in the literature. Further, we highlight open problem areas
handling these covariates and offer some suggestions about their better handling. Based on the review
and our understanding of all the gait pipelines employed in deep learning, we have suggested a compre-
hensive and universal deep learning pipeline that can handle most gait covariates rather than customized
deep learning pipelines. The methods of handling gait covariates are summarized according to appear-
ance, pose, and sensors. A comprehensive comparison of reviewed approaches for real-time scenarios
in terms of their novelty, benefits, and limitations is then offered, which led us to identify open research
problems related to gait covariates. In the end, the paper concludes with the challenges identified and
prospects.

� 2022 Elsevier B.V. All rights reserved.
1. Introduction

Biometrics is the automated identification of individuals
depending on their physiological (face, fingerprint, iris, retina)
and behavioral (sign, gait, postural stability) characteristics [227].
It is the most reliable method for the establishment of identity as
it offers a high degree of accuracy and robustness. Physical features
such as fingerprints, iris, hair color, hand geometry, and behavioral
ones such as voice and accent, gait, grid, or striking keys on key-
boards, can uniquely distinguish a person from others. Out of
these, the human gait draws the attention of most researchers
due to its objective and passive nature of observation and widely
available surveillance camera networks. Surveillance applications
include airport security checks which can be useful for criminal
identification, customer authentication in banks, and detection of
intrusion in sensitive areas [230]. Gait recognition has significant
advantages over other biometrics due to its passive observation
method and the uniqueness of the gait. It can even work well with
low-quality of gait videos. It is also impossible to copy or masquer-
ade the gait of another person. Criminals typically wear masks,
dark sunglasses, and gloves to defy identification, but imitating
gait is very hard.

In this review paper, the human gait we focus on can be defined
as a synchronized combination of cyclic movements leading to an
individual’s unique locomotion. One key concept of gait recogni-
tion is the gait cycle, defined as the time between initial contact
and terminal swing of human locomotion. Fig. 1 consists of a series
of images of human locomotion, depicting one gait cycle. As the
natural walking pattern of a person may be intermittent, it is
enough to accept just one phase known as the entire gait cycle of
human locomotion. So one needs to process further by collecting
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Fig. 1. Gait cycle captured at three different angles.
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all such gait cycles under varied conditions to identify the individ-
ual uniquely.

The gait recognition methods still have limitations and thus are
still evolving, especially under covariate conditions. A covariate is
an external mechanism intended to alter the natural gait of an
individual and constrain how a person moves. This review
addresses the issue of gait recognition under the presence of
covariates. These covariates are normal in everyday life and can
greatly affect gait recognition efficiency. For example, numerous
covariates attributed to the subject itself, such as clothing, carry
situations, or variations in view angle, speed variation, walking
surface, occlusions, shadow, or edge detection flaws, have been
shown to influence gait recognition accuracy drastically. Fig. 2
depicts detailed measures of gait parameters. Major intraclass vari-
ations in these parameters lead to covariate conditions.

It is difficult to establish an effective technique for covariates for
gait identification invariant to viewing angle adjustments and dif-
ferent circumstances of wear or holding. The Gait generation pro-
cess can also be affected by internal covariates caused by illness,
pregnancy, or old age. Few pieces of research have shown gait
recognition methods in the presence of covariates by analyzing
the external covariates. Some factors usually correlated with the
impact of covariates have been reviewed and provided their
effects. Deep learning techniques have recently attracted enor-
mous attention from the computer vision community. The evolu-
tion of machine learning technologies has resulted in deep
learning models that can handle complex data with minimal pre-
processing and greater accuracy for large datasets. Apart from
the covariate aspect, we also tried to delineate the deep learning
architectures successfully used for handling covariates as deep
learning techniques are very effective.
Fig. 2. Detailed measures of gait parameters..
1.1. Motivation

Very few review papers on gait biometrics highlight covariates
using the deep learning approaches. Most survey papers before us
focused on camera-based gait recognition systems instead of pose
and sensor-based approaches. Not many papers covered appear-
ance, pose, and sensor-based approaches together. Earlier reviews
have overlooked several essential gait datasets with covariates
[225226]. For this reason, we began identifying and organizing
papers on this theme for the most recent deep learning approaches
used in gait recognition to handle covariates. Some studies on gait
recognition like [216 217218219220221], helped us to understand
the work done by earlier authors. However, many significant issues
316
were not addressed in these studies. These studies did not give
importance to covariates conditions, especially in covariates such
as speed variations, view, and spatial–temporal aspects, which sig-
nificantly affect the outcomes of gait recognition.
1.2. Contributions

This paper provides a comprehensive review of the current lit-
erature on vision, pose, and sensor-based gait recognition methods
and explores the potential areas for researchers. The major contri-
butions of this work are as below:

1. This review paper proposes ideas to overcome the covariate
conditions.
2. Timeline of 150 papers with covariate categories is summa-
rized, and for each reviewed paper, we listed the dataset used
and the accuracy achieved.
3. Interpretations of covariates papers published in the past five
years with a ratio of most adopted datasets and gait recognition
pipeline.
4. It highlights the most popular techniques for gait recognition
using deep learning detailing the problem statement and nov-
elty of work.
5. This paper discusses possible adversarial attacks on gait
recognition datasets and anonymization methods.
6. The work includes a discussion of various research questions
and gaps in their proposed solution.
7. Deliberating views on various challenges faced due to covari-
ates, deep learning architectures, suitable datasets related to
real-time analytics, application-specific approach, protection,
privacy, and anonymity.

1.3. Organization

After a quick introduction and overview of gait recognition
aspects, the remainder of the sections are drawn up as follows;
In Section 4, approaches to gait recognition are discussed along
with the methodology adopted and deep learning pipeline. In Sec-
tion 5, a review of covariates using deep learning-based gait bio-
metrics approaches (model-free and model-based). In this
section, covariate factors that affect gait recognition are exten-
sively investigated, starting with a problem statement, novel
adopted gait recognition techniques using deep learning, its bene-
fits, and limitations. This section also provides a comprehensive
treatise on the datasets used for gait recognition. In Section 4, we
provide research gaps identified by us while reviewing. For every
gap, we proposed solutions for gait covariates along with the deep
learning pipeline proposed by us. This section also discusses novel
outcomes with the analysis of the most adopted techniques used in
the literature. In Section 5, the challenges and prospects of gait
recognition and its allied aspects are summarized. The conclusion
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of this paper is in Section 6. Appendix A contains a list of acronyms
that are used in this paper.

2. Deep Learning techniques for gait recognition

Several gait detection strategies have been suggested in the last
decade. These techniques are classified into two groups: model-
free and model-based techniques, as depicted in Fig. 3. Model-
free methods concentrate on the silhouette of the entire human
body [228]. These approaches are not computationally expensive
and are effective with low-resolution images [229]. On the other
hand, model-based methods concentrate mostly on obtaining the
stride parameters of the subject that define the gait by utilizing
the motion of joints of the human body. The approaches that focus
on the model-based technique appear to be more challenging. As
first joints need to be located precisely, they are costly in comput-
ing and require high resolution images.

2.1. Methodology adopted

This review article identifies model-free and model-based
approaches to gait recognition using deep learning. This paper clas-
sifies gait recognition approaches into three categories: vision,
pose, and sensor-based. The current study explores the covariate
conditions that influence the impact of gait recognition after stud-
ies on the state-of-art. Fig. 4 describes a systematic evaluation pro-
cedure of covariate-based gait recognition techniques.

Deep learning models can build multiple layers of feature hier-
archies by finding a wide range of features from low-level feature
sets. Deep learning models’ layers are generic and automated with
customizable parameters. Several recent studies using deep learn-
ing algorithms in gait recognition have demonstrated promising
outcomes. Fig. 5 depicts the prominent deep learning methods
for gait recognition used by the literature in this article. One of
the popular deep learning architectures is CNN. CNN is good at
extracting features from images, but it takes a considerable time
to get trained, as a large dataset is required and takes colossal stor-
age space. The deep hierarchical structure of CNN typically
involves billions of parameters, which requires more time and
computing resources to execute the task. It is essential to reduce
the time a deep CNN model takes to process large datasets in gait
recognition systems for real-time security and surveillance
applications.

Rauf et al. [1] proposed a new architecture to speed up the pro-
cess and decrease models based on CNN and later test to recognize
gait. They proposed a fully connected network, which is smaller in
size and has better speed than regular CNN. But their proposed
Fig. 3. Approaches of
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technique has a high computational cost as the algorithm’s com-
plexity is more time-consuming. McLaughlin et al. [2], offered a
CNN network with recurrent networks in the last layer, which cap-
tures spatial and temporal features using a convolutional neural
network. Their method efficiently and accurately extracts the
frame from features of a gait sequence, but the computational cost
of their proposed model is very high. Sokolova et al. [3] proposed a
deep learning method that takes optical flow images as input. Their
proposed approach is good at extracting spatial information, and
they used the complete body silhouette instead of making joints
of different body parts separately. However, the method proposed
by the authors fails to capture temporal information; therefore,
there is a loss in temporal features. In [4], they proposed a multi-
pipeline convolution neural network that takes optical flow images
as input. Their CNN model captures spatial features efficiently. The
disadvantage of using this model is that their model did not cap-
ture temporal features. The work in [5], mentions that gait recog-
nition with low-resolution cameras is challenging. They proposed
a deep CNN network that extracts features, takes GEI as input,
and is trained by a neural network. Their CNN model captured spa-
tial features efficiently, but their method did not capture temporal
characteristics. Carley et al. [6], proposed an auto-correlation
method that learns features from various viewing angles. Their
proposed architecture is optimal for extracting pose features and
is very efficient in computation. However, the accuracy of their
method is very low.

For recognizing gait, various processing steps need to be incor-
porated like segmentation of subject, feature learning and feature
extraction, similarity check between subjects, and classification.
Chunfeng et al. [7] proposed a CNN-based GaitNet, which performs
segmentation of subjects, feature learning, feature extraction, sim-
ilarity check between subjects, and at last, classification. Their
method can learn distinct information from raw gait images. Their
model is not good at capturing the temporal features and requires
a fusion model to improve the accuracy. Habiba et al. [8] proposed
a fusion-based pre-trained DNN (VGG19 and AlexNet) and fuzzy
entropy controlled skewness network. Their model captures spatial
features efficiently. The fusion of two proposed networks increases
accuracy, but their fusion model could not extract temporal
features.

Zhaopeng et al. [97] proposed a network-based capsule network
to recognize gait. Their network captures spatial features (like cap-
tured by CNN) and preserves the changes in features like clothing,
view variation, and multi-walking situations. The capsule net-
works are deemed to be better and more efficient than simple
CNN because capsule networks can hold all types of information
(problems of overfitting) that get generated at the time of pooling.
gait recognition..



Fig. 4. A detailed review process of cited papers..
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The Capsule network is not giving good accuracy when GEI is given
as input. Makihara et al. [98] proposed a spatial and temporal
deformable CNN. Their proposed method performs efficiently and
has good generalization capability on various datasets. Their
method is less effective on smaller datasets, real-time data, and
with different covariate conditions. However, they did not test
their algorithm on different covariate conditions. Sun et al. [24]
authors proposed a faster RCNN to extract features from the sub-
ject’s clothing and locate people in the silhouette images. The pro-
posed architecture is scalable and effective on any covariates
changes to increase accuracy. Their proposed method is complex
and consumes more time as the regions generated outside the
CNN use a selective search algorithm.
3. Covariate classification and suitable approaches

Current gait recognition methods work well in the absence of
covariates, but the classification rate decreases in the presence of
covariate conditions. Fig. 6 depicts various covariate conditions
covered in this paper.

3.1. Model free approaches

Model-free approaches are also known as appearance-based
approaches [1–28] [30–32] [34–42] [44–78] [80] [82–99] [100–
104]. In this method, the depiction of features attempts to process
the entire shape or motion of the silhouettes for an individual.
There are two major pros of model-free function depiction. First,
model-free approaches can give results even when camera resolu-
tion is insufficient, so it is possible to deploy surveillance cameras
far from the subject. Second, its cost of computing is lower than the
representation of model-based features. Thus, these methods are
more common. The big disadvantage of model-free feature repre-
sentation is that it is dependent on various covariates conditions.
Fig. 5. Deep learning technique
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Covariate conditions are given in Fig. 7, which significantly impact
the gait of a person. At starting, the gait recognition rate will
decrease, but after setting the correct parameters of deep learning
algorithms, the recognition rate starts increasing. Model-free tech-
niques consider the entire silhouette of a subject to obtain the gait
features for recognition purposes and are chosen in most func-
tional implementations.
3.1.1. Occlusion
The methods for determining gait against occlusion are divided

into two categories. First is the reconstruction-free approaches
[11], which concentrate on extracting the features from a gait sil-
houette or an average of them, such as the gait energy image
(GEI). The features derived from these methods achieve better per-
formance than simply passing the silhouettes for training. In case
of a high degree of occlusion, reconstruction-free approaches can-
not be used where the calculation of gait cycles is challenging. Sec-
ond approach is the reconstruction-based methods [9–10] [12–18].
Approaches in this category include the restoration of occluded
people, operated on several gait periods in which certain frames
are partly occluded. These methods are challenging to implement
when all frames are heavily occluded in a series. The main draw-
back of this approach is that restored silhouette sequences often
deteriorate the discriminating capacity of a person after recon-
struction. Therefore, gait recognition output is adversely affected.
The timeline of papers reviewed for occlusion is shown in Fig. 8,
with the dataset used and the accuracy obtained.

A complete gait cycle is often unavailable due to occlusion,
which makes gait recognition difficult. M. Babaee et al. [9] pro-
posed a method that converts an incomplete gait cycle by creating
an incomplete GEI and later reconstructed a full GEI using deep
autoencoders. There is an improvement in the result by recon-
structing the frames and regenerating incomplete GEI, but they
did not consider clothing and other covariates. The authors in
[10], reconstructed complete GEIs from a few frames of the gait
cycle. For this, a DNN method was proposed to make a full gait
cycle. According to their study, reconstruction of silhouettes does
not work if the partial gait cycle is below 20%. In [11], the authors
proposed a partial gait cycle using FCNN to recognize subjects
upon the availability of an incomplete frame. As they are taking
partial gait cycles and, in many instances, even making GEI with
a single frame drastically reduces the accuracy. Li-min et al. [12],
proposed a VGG-16, LSTM, and GAN to identify occlusion and
reconstruct a complete gait cycle by predicting the frames. They
used a deep learning method that reconstructs the missing frames
and leads to higher identification accuracy. Their algorithm does
not collect temporal features. Maryam et al. [13], proposed a non-
standard periodic GEI and constructed it with no advanced knowl-
edge of the gait cycle. Therefore gait cycles are no longer needed
for making GEI. This system is more efficient and more straightfor-
ward as preprocessing is not required.
s used in gait recognition..



Fig. 6. Overview of covariate conditions.

Fig. 7. Influencial covariate conditions affecting gait recognition rate..
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The Gait recognition rate degrades due to incomplete GEI. Li
et al. [14] used GAN restoration of the GEI method. There is an
improvement in the result when the generator is trained with
the fusion of mean square error and adversarial loss, but the com-
putation cost of their algorithm is high. Recognition is highly
Fig. 8. Timeline of occlusion papers w
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affected by the small area of silhouette due to occlusion. Dhriti-
maan et al. [15] proposed a GAN-based method that generates
occluded silhouettes. Wasserstein GAN is used in constructing
sparse features to improve the ability of gait-based classification.
The authors assumed they knew the occluded location beforehand
but did not explain it. Also, they did not compare the different per-
centages of the partial gait cycle with respect to the reconstruction
error.

GEI features are affected when variations like carrying condi-
tions occur in existing gait recognition methods. In [16], the
authors proposed a GAN-based method to make carried objects
disappear in order to avoid occlusion caused by these objects. Their
method is robust against carrying variations. A large dataset is
required for training a 3D gait recognition method in order to train
the system. However, their network is simple (regression-based -
GEINet) and accurate for smaller data. It is unsuitable for real-
time applications requiring a large dataset to train the system.

Occlusion and view angle adversely affect gait recognition accu-
racy, and GEI loses the temporal information. Uddin et al. [17] pro-
posed a multitask GAN for feature reconstruction. A novel period
energy image method is given to conserving temporal features.
They combined GANs with multitask learning to achieve competi-
tive results. This process is highly beneficial for mitigating errors
due to the variation of view angles in gait. It is not possible to gen-
erate a period energy image by attaining stable training because of
the high dimensionality of GANs. Body parts of the subject often
get occluded due to pillars, other people walking, trees, vehicles,
or beams. Wang et al. [18] proposed a deep GAN to reconstruct sil-
houette sequence from occlusion. Their method can evaluate gait
recognition with no advanced knowledge of the gait cycle as it does
not take occlusion position. They did not use occlusion with multi-
ple view variations.
3.1.2. Clothing variation and carrying condition
Clothes of a person can vary frequently and create a significant

obstacle to the gait identification process depending on vision and
acoustics. Clothes do not significantly affect the motion unless they
are bulky or particularly tight and restrict the natural walking
motion. Similar is the case with footwear which affects the walking
pattern if they are high heels. Recognition rates will decline as par-
ticipants walk in heavy clothes, possibly due to a difference in
appearance rather than in gait if appearance-based approaches
are used. Heavy clothing may alter the speed of a person. The time-
line of papers reviewed for clothing variation is shown in Fig. 9,
with the dataset used and the accuracy obtained.

Yeoh et al. [19] used a convolution neural network to reveal dis-
criminating features of gait from GEIs. The authors employed CNN
to create a complete deep learning model based on gait identifica-
tion which is invariant to clothing variation, but their proposed
ith dataset and accuracy details..



Fig. 9. Timeline of clothing and carrying variations with dataset and accuracy details.
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algorithm accuracy is low. Recognition accuracy depends on the
static features of intraclass variations, and changes in these fea-
tures might adversely affect gait recognition accuracy. Therefore,
a reliable deep learning-based model which effectively selects
GEI-based features is proposed in [20]. The augmentation tech-
nique is used to overcome intraclass gait-based changes in features
and is efficient on small cloth-based datasets for training. However,
the accuracy of their proposed method declines on larger datasets
such as OU-ISIR. Castro et al. [21] proposed a deep learning pipe-
line consisting of CNN and an optical flow as a feature extractor
for making the model learn high-level descriptor from a low-
level descriptor. Even with low-resolution, depth images outper-
form the other methods. The accuracy of the network was
improved greatly when the optical flow method was used instead
of an input based on silhouette. Their proposed method is not good
in extracting temporal features because CNN is not efficient in cap-
turing temporal features. CNN relies on datasets to represent out-
put via local hierarchical features, which increases semantic
complexity. CNN applies brute force computation, and GPU is the
best hardware for acceleration. Critical parameter manipulation
of CNNs is important to improve the results. Yeoh et al. [23]
assessed the network’s four fronts: AlexNet, two-dimensional Con-
volutional Neural Network, ResNetIm, and CaffeNet. The parame-
ters were selected by keeping the major research interests in
mind, so they perfectly tuned the deep learning model and pro-
vided optimal results. However, they did not consider different
view angles.

The clothing and hairstyle of the subjects play a major role in
their gait-based identification, and a gait recognition algorithm
should be invariant to such changes. To obtain discriminative
and robust features, Hefei et al. [25] proposed a technique by com-
bining two approaches, namely latent-semantic-based analysis
and attention-mechanism for clothing-invariant gait recognition.
Then they fused the two approaches for higher-level representa-
tion, which improved the performance. The authors used a CNN-
based method that learns high-level features from raw input data
and highlights the important regions of subjects. Their attention
mechanisms emphasize local information, and latent semantic
variables play an essential role. Although GEI is the most popular
representation for gait, it loses spatial and sequential information.
Yan et al. [27] used ConvNets for learning rich features from the
training set. They utilized the advantage of GEI-based descriptors,
computed on the gait cycle; then, features are collected using a
CNN and later trained on a multitask learning model. Their
approach is computationally complex and time-consuming. Their
GEIs are not apt whenever there is a shapeshift due to changes in
view, occlusion, or carrying conditions. Alotaibi et al. [28] devel-
oped a specialized DCNN architecture. The proposed method is
effectively calculating gait recognition and is invariant towards
clothing covariate. Few training parameters are required for train-
ing the network effectively. Tanh was used as an alternative activa-
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tion function to ReLU. DCNN failed to attain high accuracy in the
proposed system, and the authors used less training data. Yao
et al. Hawas et al. [30] deployed CNN with optical flow images to
build unique features. Features are measured automatically using
CNN layers. The authors, when trained on 90 degrees and tested
on 180 degrees, the system gave an accuracy of 6.32%, which is
very low.

Human gait is hampered by carrying conditions, and the recog-
nition rate may decrease as people hold objects. The weight itself
will modify the stride biomechanics and cause the multiple arm
joints to assume different roles than normal gait by altering the
gait shape, which will also change the stance. The weight may also
add mass to the subject and will affect the gait acceleration. The
timeline of papers reviewed for carrying conditions is shown in
Fig. 9, with the dataset used and the accuracy obtained.

Carrying conditions imparts a vital part in determining the
accuracy of gait recognition. Yang et al. [33] proposed coordinate,
angle, position, distance-based skeleton, and GEI for eliminating
interferences in carrying. Their method increased gait recognition
accuracy and performed better in recognizing subjects with
changes in carrying conditions. Their proposed model is time-
consuming and uses less data to train, so their model suffers
underfitting. In [34], the authors proposed a technique based on
recognizing gait using disentangle-representation learning that
considers both are carrying covariates and identity features. They
efficiently designed an autoencoder from GEIs and considered the
covariates to reconstruct the loss part which occurred due to it,
but they are not using a good classifier. Castro et al. [35] provided
a pragmatic approach using state-of-the-art CNN and an applied
dataset for carrying conditions. Their model did not perform well
on smaller datasets. Li et al. [36] proposed a technique based on
recognizing gait using disentangle-representation learning that
considers both covariates and identity features. The authors effi-
ciently designed an autoencoder from GEIs and considered the
covariates to reconstruct the loss part, but the classifier is not up
to the mark in the model used.

Gait recognition is affected when there is an unpredictability of
carrying location, such as the presence of multiple locations, side,
back, or front. Li et al. [37] used a generator for gait estimation
and generated the templates devoid of a carried object. Then, they
passed the generated images into a discriminator for recognition.
Unlike GANs, which generate and estimate the template devoid
of a carried object, the authors have used an AB-GAN, which selec-
tively removes the unnecessary carrying part from an image leav-
ing other parts unchanged. Suppose the subject is in an overcoat or
raincoat covering the entire body. It is not preserving identity as
the entire gait template must be regenerated to form a proper
GEI making the system perform like an original GAN. Also, they
did not consider all the view angles and clothing types. Yu et al.
[38] proposed a GaitGAN for clothing, carrying, and viewing invari-
ant gait data. A significant benefit of this approach is that the view



A. Parashar, Rajveer Singh Shekhawat, W. Ding et al. Neurocomputing 505 (2022) 315–338
angle is not required beforehand. Also, identification information is
preserved. Their approach is computationally complex, and the
accuracy falls when the difference between viewing angles of
training and test data is large.

Shiqi et al. [39] proposed a GANmodel to regenerate a canonical
side view of a subject with clothes (normal clothing) and devoid of
any carriable objects. They opted for a multi-loss technique for
optimization, which increased their inter-class variation, thus,
decreasing intra-class variation. Also, the viewing angle was not
predetermined for producing a gait image. Gait features are
adversely affected when the view angle changes, and this is
because the local features suffer and change. Removal of carrying
parts is done effortlessly, but unwarranted errors occur in the
GEI formation when they try to regenerate the body parts that
did not carry objects. In [40], the authors proposed an autoencoder
(model-based) deep architecture. In the proposed technique, the
influence of bags and coats (carrying and clothing) is very less as
the view angle of GEI is converted to 90 degrees. In clothing, espe-
cially coats, the results are very low. The performance of their
method is limited and cannot handle clothing, view, and carrying
variance. The accuracy is not good since they are not capturing
temporal information through data GEI. Liao et al.

Zhang et al. [43] proposed LSTM autoencoder-based gait net-
work, which unequivocally disentangles the features of appearance
and poses from RGB images. Such approaches are useful when
covariates like clothing conditions are invariant. One instance of
such a scenario is using motion dynamics in vision-related prob-
lems, but they did not work on all view angles. Daksh et al. [44]
proposed a LSTM-VGRNet2 pre-trained three-dimensional CNN
model. Its performance is better than the existing methods. Due
to obtaining fewer temporal features, their method is less accurate.
Zhang et al. [45] proposed LSTM and autoencoder network for
extracting features. Autoencoder networks use RGB images for
input, feeding it to a canonical network based on the pose feature
extraction technique. They considered appearance-based features
for clothing and carrying conditions. However, their results of the
carrying condition are not good.

3.1.3. View angle variation
Reorientation of camera position and human subject is a typical

problem for vision modalities. The alignment and position of the
gallery (training samples) and probe (testing samples) video data
from the camera are different for an individual, which lowers the
performance of the gait recognition algorithm. The timeline of
papers reviewed for view angle variation is shown in Figs. 10 and
11 with the dataset used and the accuracy obtained. Inter-class dif-
ferences must be as large as possible, whereas the intraclass differ-
ence must be as small as possible. Tong et al. [22] proposed a DNN
coupled network to increase the accuracy by minimizing the intr-
aclass differences. They used the CNN model and considered cross-
view covariate conditions but did not test their proposed algorithm
for all viewing angles. The accuracy of their method is 68.17% at 36
degrees, which is low.
Fig. 10. Timeline of view angle variation
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Cheheb et al. [42] proposed a GEI-based sparse auto-encoder for
extracting the features of various views. They made an efficient
deployment of auto-encoders for gait-based recognition. Their pro-
posed approach recorded results with low accuracy and did not
discuss how they have enhanced the model for clothing and carry-
ing variation. In [46], authors propose that the view angle of the
subject can vary widely and arbitrarily, which adversely influences
gait recognition accuracy. They proposed a GAN and CNN-based
network. GAN is used for view transformation, and CNN is used
for recognition. Their model is robust towards the view angle
and subject variation; however, they did not consider all the view-
ing angles. Also, they did not show the reconstruction using GAN.
Shiraga et al. [47] proposed a gait recognition method using CNN
to automate the feature extraction. They proposed a network-
GEINet for recognizing gait by feeding GEI (input) to CNN. Their
technique is effective when the view angle changes between the
probe and gallery are small. They endured translation issues
because of the black box qualities of CNN. Classical machine learn-
ing methods do not use gait recognition in a multi-view environ-
ment without capturing spatial and temporal features. In [48],
the authors proposed a method using 3D DCNN for multi-view
based on gait recognition. This method gives enhanced perfor-
mance. It is an efficient feature extractor, but this approach cannot
work with small datasets. However, their approach is highly com-
plex and high computational cost. Li et al. [49] proposed a method
that uses a ”pretrained VGG-D” (DCNN) network with no
fine-tuning of the parameters. Even though the method runs on a
very low dimension, it gives good results. They did not consider
cross-variation, cross-view, carrying conditions, and clothing
variation.

Gait recognition system performance is affected by view angle.
Appearance-based techniques widely depend on the feature
extraction parts of GEIs. Primarily these techniques suffer from
noise and other covariates. To increase recognition performance,
Chao et al. [50] used deep learning for feature extraction. They pro-
posed a pre-trained VGG-D joint bayesian-based model for view
variation and improved recognition performances in view and
cross-view variations. The proposed method did not discuss other
variances (carrying of bags, wider view variations, and clothing).
When the training data is in a particular view angle and testing
data is in another angle, there is a drop in the performance due
to a large viewpoint angle. Jia et al. [51] combined CNN and feature
optimizers for achieving view-invariant gait recognition. In moder-
ate variations of view angle, CNN gains discriminative features. The
proposed method did not discuss other variances (occlusion, cloth-
ing, carrying bags). Thapar et al. [52]proposed a 3-dimensional
DCNN for recognizing a human in multi-view conditions. Their
model extracts spatial information. Their method is time-
consuming and requires data labeling, which is not possible
instantly, and incomplete/ unlabeled data shows poor perfor-
mance. Zhang et al. [53] proposed a normalizing VN-GAN-based
network to learn and generate the best features. Their method
achieved great performance as their GAN-based model generated
s with dataset and accuracy details.



Fig. 11. Timeline of view angle variations with dataset and accuracy details.
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real-world results, making it easy to recognize the subjects. Their
method does not consider carrying and clothing (coat) conditions.

Zhang et al. [54] proposed a view transformation GAN with the
help of a uniform model. Their model works on every view angle.
Their model produced GEIs, and their proposed GAN visualized
these GEIs. They achieved high performance because their model
was view-invariant. They did not consider carrying and clothing
conditions. Through the proposed VTGAN, covariates affect identi-
fication accuracy. Muqing et al. [55] proposed RNN based network
that does not have an adverse effect on the view angle of silhou-
ettes and makes the view-invariant gait recognition system. Their
technique can accomplish robust results under various viewpoints,
reasonable for real-time gait identification. However, they did not
consider other covariates like clothing and carrying conditions.
Wang et al. [56] proposed a GAN-based method to learn the global
and local features. They did not use a pixel-wise loss function in
their proposed method, which effectively found the local and glo-
bal features. They provided an efficient view transform method
using GAN; however, cross-view recognition accuracy is not satis-
factory. There is a scope for increasing the performance ability of
big datasets.

Similarity learning is important when comparing inter and intr-
aclass differences to recognize gait more robustly. Zifeng et al. [57]
proposed a DCNN network to evaluate the inter and intraclass dif-
ferences. The average recognition rate is high when the cross-view
angle is large (>36 degrees). Their result shows less accuracy in a
multi-view environment because their algorithm cannot properly
implement inter and intraclass differences. In [58], the authors
propose a CNN-based siamese network, which takes sequence
images of arbitrary length as input through the siamese network.
Their proposed method combines the advantage of CNN and the
siamese network, but they did not consider all the viewing angles,
clothing, or carrying conditions. CNN extracts the features arbitrar-
ily from various silhouette parts in [59]. Still, CNN is not spatially
heterogeneous, which results in the loss of discriminatory data as
various body parts show variation in movement and shape. CNN
extracts features from different human parts arbitrarily without
considering spatial heterogeneousness. This causes the loss of dis-
criminatory information as different human parts vary in shape
and movement constraints. They proposed a network of
attention-based embedded gait pipelines and have addressed the
problem of spatial heterogeneity. Clothing and carrying conditions
largely change the appearance of a subject, but they did not
address the problem of carrying bags and clothing variations.

Large variations in the view angle cause low gait recognition
and affect the appearance of a subject. CNN efficiently captures
view-invariant angles on a smaller dataset but not on larger ones.
BingZhang et al. [60] proposed a discriminant GAN framework for
reconstructing the gait silhouettes from all the viewing angles.
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Their proposed method efficiently learns view-invariant features
that can be used in cross-view variations, and their method can
scale well to larger datasets. Thus, making it practical for large-
scale surveillance applications. However, the accuracy is low on
the OU-MVLP dataset. Cross-view, horizontally partitioning is an
effective method, but current literature is not learning features
based on part level. Luo et al. [61] proposed a sequential multiscale
architecture for extracting discriminatory gait features for cross
view conditions. Segmentation has a great impact on data. If data
quality is low and occlusion exists, then recognition performance
decreases. So, their proposed method reduces the effect of segmen-
tation on low resolution and occluded data. They tried to capture
temporal data (with attentive temporal pooling), providing diverse
weights and silhouettes variations. This approach is robust in real-
time application but does not consider clothing or carrying condi-
tions. In [62], the authors proposed color-mapped contour-based
images of gait for various cross-view factors. The proposed method
protects temporal and spatial differences in regular walking pat-
terns of human gait. However, they did not consider the occlusion
covariate.

If the walking direction of gait is different from that of the gait
registered, a change in the view angle alters the gait model-free
features. Thus, recognition suffers from view variations. Ben et al.
[63] implemented the projection of a coupled bi-linear discrimi-
nant to align GEI along with the view. The proposed method anal-
yses convergence and sidesteps the under-sampling problem;
however, their method faces the issue of overfitting in CNN due
to the limit of the labeled dataset. In [64], the authors used a
restrictive triplet network to have less impact on the view angle
variations. Restrictive triplet network is robust against view varia-
tions, which shows that their method can be used in real-time
applications. However, they did not consider clothing or carrying
covariates. Also, they did not show the performance on any of
the view angles, and the loss function used suffers from the prob-
lems of hard negative mining.

Existing deep learning techniques frequently depend on the
loss/optimization function, which suffers from the problem of hard
negative mining. Zhang et al. [65] proposed an efficient loss func-
tion known as the angle center loss function for discriminative fea-
tures of gait. The loss function proposed by them is stoic to a lot of
different sizes of temporal windows and local parts. Their loss
function learns various sub-centers for each angle, unlike the cen-
ter loss function, which finds a center for every identity. On a large-
scale dataset like OUMVLP, their proposed loss function performs
less efficiently because of the loss of information in gait energy
images, as it does not capture spatial and temporal features. Zhang
et al. [66] proposed a multi-channel convolutional neural network
for tackling sequential image sets in parallel. Also, they constructed
a novel representation method for gait features with the help of
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gait silhouettes, ”tri- tuple gait silhouettes.” Their proposed
method eradicated the challenge of a sharp reduction in data scale,
which happens when GEIs are constructed. Also, the constructed
method does not need preprocessing and image merging during
image segmentation. Their method is not feasible in the real-
time analysis as there are so many silhouettes, more training time,
and high computational complexity.

While recognizing humans from gait, either spatial or temporal
information is taken. Temporal data (gait-based sequence) is not
collected from the gait-based template, due to which the perfor-
mance of the system degrades. Chao et al. [67] proposed a deep
network of GaitSet for Cross-view gait recognition. This network
takes advantage of various individual gait frames for learning
human gait-based information. They calculated the performance
on multiple views and walking conditions, and their technique is
stoic to gait images. The biggest advantage of their approach is that
the proposed method can integrate gait images from various other
videos of different situations but evaluate the performance of only
a limited number of silhouettes. Though their approach handled
cross-view conditions very well, the approach is not good enough
to handle cross-carrying and cross clothing conditions. In [68],
the authors proposed a cross-gait-based deep network to identify
gait frames. They proposed a quintuplet loss function that
increases the performance of the system. They ignored the capabil-
ity of unique gait representations. Thus, their method is confusing
when discriminating various silhouettes with the same carrying,
clothing, and illumination conditions. Takemura et al. [69] pro-
posed a pre-trained siamese deep network to recognize a human.
Spatial information is collected as they are using convolution-
based networks. However, the methods which aim to synthesize
gait features (generative methods) are not very accurate. The prob-
lem of hard negative mining persists with triplet and contrastive
loss functions.

A convolutionThe convolution neural network is sensitive to
temporal displacement but can capture minor spatial displace-
ments. As in CNN, matching the differences in silhouettes is evalu-
ated based on the final layer, so they do not provide good results in
the presence of very large view variant situations. In [70], the
authors proposed a pairwise spatial transformer network for
reducing the extra features which are not aligning because of view
variation. Their proposed method can improve cross-view gait
recognition performance using GAN to preserve generated gait
identification information of images. They did not consider all
the view angles and their method achieved less accurate results
in the CASIA B dataset. Yuqi et al. [71] proposed a joint CNN-
based framework that takes less time in training. Efficiency is
important in real-time applications. Videos can be affected by
Fig. 12. Timeline of spatial and temporal fac
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noise and illumination variations, increasing complexity, but they
do not handle this problem. In [72], the authors aimed to improve
recognition rateso and proposed a deep convolution-based LSTM
network for gait recognition. Their method was robust in capturing
the spatiotemporal feature. However, it did not resolve real appli-
cation problems related to gait recognition as their method lacked
regular sample distribution and their use of small training data.

The walking style of individuals differs with view angle varia-
tion, adding to an increase in the complexity of recognizing
cross-view gait. The authors in [73], proposed a new method for
view-invariant gait representation in cross-view conditions. Their
method can capture spatiotemporal features in human gait. Their
proposed method is fast as there is no requirement for preprocess-
ing steps such as gait cycle detection and segmentation. It can
detect human gait directly from a video database. Computational
complexity is high for prediction as it must match with a large
number of frames (the number of pixels will be more because no
preprocessing is done). Xu et al. [74] proposed a novel cross-
view human recognition method based on pairwise-spatial trans-
form networks. In the larger part, their proposed method is reduc-
ing not only intrasubject variation but also inter-subject variation.
In [75] the authors state that people carrying bags or changing
coats in cross-view have lower accuracy in the identification pro-
cess. They proposed a consecutive horizontal dropout method for
human features using deep networks. Their network performance
is robust in a cross-view environment, and their method prevents
overfitting problems, but they did not consider all the viewing
angles.
3.1.4. Spatial and temporal factors affecting gait
It makes perfect sense to get both spatial and temporal informa-

tion to recognize gait because gait consists of specific sequences of
movements in the spatio-temporal domain. The timeline of papers
reviewed for spatial and temporal factors is shown in Fig. 12, with
the dataset used and the accuracy obtained. Gait energy images
capture the spatial information efficiently, but it does not capture
temporal information, due to degradation in performance when
recognizing humans. The authors in [76], proposed a RNN-based
LSTM network for capturing the temporal features. Their method
supports the network to train with unlabeled data and is robust
when dealing with view transformation. It is not efficient in han-
dling posture and clothing changes.

It is difficult to collect robust spatial features from depth video.
The authors in [77], proposed a novel CNN and a RNN to capture
spatial and temporal features for gait recognition. Their method
captures four-dimensional features. Their method down-sampled
the large features collected without losing much information,
tors with dataset and accuracy details.
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which could be challenging, but they successfully implemented it.
Uddin et al. [78] proposed a convolution neural network for col-
lecting features from depth videos. They first extracted local fea-
tures from depth images and then used optical features to gather
spatial and temporal characteristics. Their method performed well
by achieving higher accuracy in the absence of covariates. How-
ever, they did not consider covariates conditions and did not focus
on real-time gait pattern analysis in noisy and complex
environments.

View variation makes it difficult to capture spatial and temporal
details in skeleton features. The authors in [79], proposed AlexNet
using a skeleton sequence into an image and performed an end-to-
end learning DCNN. The skeleton sequence image contains spatial–
temporal information. Alexnet captures spatial features efficiently.
However, its performance decreases in capturing temporal fea-
tures. In [80], the authors proposed a CNN to capture features from
optical flow images to learn high-level descriptors. They have used
a three-dimensional convolutional neural network that automati-
cally captured the temporal features and made differentiating easy
among different subjects. Their method increased computational
complexity as they used a three-dimensional convolutional neural
network that takes more time.

Using spatiotemporal data, it is easy to recognize human gait
patterns when footsteps are captured from floor sensors. The
authors in [81], proposed a method that captures detailed features
from the raw data of footstep. Their method is very robust in iden-
tifying gait and can precisely differentiate among minute differ-
ences in walking patterns of different people. Their proposed
method is expensive, and floor sensors cannot be deployed every-
where. Nikolaos et al. [82] proposed a recurrent DNN to learn the
high-level sequential data from low-resolution depth silhouettes.
They introduced regularization with a hard temporal-attention
technique to tackle the small sample size problem. The biggest
advantage of a depth sensor is that it is invariant of light and insen-
sitive to color and appearance changes. Their technique captures
both spatial and temporal features. However, their method suffers
from intraclass variations, and their technique fails in the presence
of occlusion.

Convolution neural networks suffer from a loss in temporal
information, whereas Long Short-Term Memory suffers from a loss
in spatial features. Batchuluun et al. [83] use a shadow-based CNN-
LSTM and DCNN to capture spatial and temporal features. Their
proposed method is efficient in capturing spatial and temporal
information. Their method is not considering the other covariates
conditions. Liu et al. [84] proposed a GEI-based SNN, which
extracts vigorous spatial and temporal features. Their proposed
siamese neural architecture directly learns the effective gait fea-
tures and uses a parallel neural network for computing the similar-
ities between two human gaits. They have difficulty in handling
posture and clothing changes. In real-world scenarios, person
appearances are diverse and unconstrained because of changes in
posture, makeup, and clothing. In [85], the authors proposed a
DNN-based spatial, temporal network, and gait energy image as
input. Robust method against view-variations because it obtains
both spatial and temporal features. They did not consider covari-
ates conditions. Also, they did not focus on real-time gait pattern
analysis in noisy and complex environments.

Depth images are good at collecting spatial and temporal fea-
tures, but depth cameras are unavailable at all places due to a
shortage of available data. Nikolaos et al. [86] proposed a
temporal-based attention network with Bernoulli sigmoid func-
tion, which collects the features frame-by-frame, and the network
is trained using reinforcement learning. Due to the scarcity of data,
their proposed technique, which uses pre-trained models, has pro-
ven effective in such problems (problems with lack of data). They
split the RGB depth images into transfer learning models from
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the dataset. They did not consider other covariates like view angle
and clothing. Also, their method did not have good accuracy.

The multi-view environment creates many hurdles in gait
recognition. Francesco et al. [87] proposed a DNN-based spatial,
temporal-based approach. They designed LSTM-based temporal
DNN, which learns dependency related to time for graph-like
structure. Their proposed network is efficient in feature extraction.
Long short-term networks are well suited in this scenario because
of their capabilities of processing changes across time. The compu-
tation cost of their method is high because it generates a model
from the silhouette, therefore, high complexity. Their technique
does not perform well on small datasets. Xinhui et al. [88] pro-
posed a graph-based spatial–temporal attention-network. Their
proposed spatial, temporal graph technique takes less computa-
tional time as the system can intuitively make connections with
the edges of the graph. The recognition rate is very low in coat-
related covariate conditions. In [89], the authors proposed three-
dimensional skeleton points using DCNN. Their deep network con-
sists of many layers/ pipelines to differentiate inter and intraclass
features along with the cross-class association. For prediction,
computational complexity is high as it must match a large number
of frames.

Xiaofang et al. [90] proposed a densely connected neural net-
work as the basic algorithm for transfer learning, referred to as
DenseNet-based transfer learning. Firstly, this method introduces
spatial information of gait through inputting GEI, and then it
extracts gait features through DenseNet-based transfer learning.
The method in this paper not only reduces the number of parame-
ters but also reduces the storage overhead. It also speeds up the
model training speed and improves the recognition rate, but their
method did not capture temporal features. The focal Convolution
Layer is used to enhance the fine-grained learning of the part-
level spatial features. Its core idea is to enable the top convolution
kernel to focus on more local details inside each part of the input
frame, intuitively exploiting more fine-grained partial information
Fan et al. [91] proposed GaitPart, which is collecting temporal fea-
tures. They have used focal convolutional neural layers to collect
the finest features. The features collected by them also include spa-
tial features. They presented a new approach regarding spatial and
temporal gait recognition that collects fine-grained features and
how every part of the human body requires different modeling to
determine the best feature. They did not try to run their algorithm
on real-time data.

Due to the presence of less light in coal mines, low-resolution
images are obtained, and the recognition rate decreases. To over-
come the disadvantage of low-resolution images, Xiaoyang et al.
[92] proposed a dense CNN and a stacked-convolutional autoen-
coder. The proposed network is used for extracting spatiotemporal
features in gait recognition. The system is robust in a complicated
environment when there is a change in carrying condition, view
angle, and variations in hat and clothing attire of people working
in mines. Their proposed technique has a high computational cost
as the complexity of the algorithm is more. There is a scope for
using more images in the dataset and conducting more deep mod-
els to enhance accuracy.

3.1.5. Covariates in multi gait and multimodal approaches
In multigait approaches, there exists more than one person, and

in multimodal approaches combination of multiple biometrics,
approaches can be combined, for example, gait with fingerprint
or face. Existing datasets do not contain real-time scenarios like
multiple persons walking, occlusion with multiple people, or
objects and multimodal data of the same person. Delgado et al.
[93] analyzed practical and difficult circumstances where more
than one person appears and built up a system that can create
datasets from current ones. Their framework helps researchers
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construct a groundbreaking dataset, unlike all other state-of-the-
art approaches, opening new challenges for researchers when they
can cope with gait analysis issues utilizing one topic per series.
They did not work on occlusion covariate.

Current literature in gait focuses on single subject recognition,
but in real-time, there exist multiple persons due to which recog-
nition rate decreases. Xin et al. [94] proposed a model based on
attribute-discovery, which considers gait recognition of multiple
people, i.e., when multiple people are walking together. Their
model requires fewer parameters to be considered, which performs
well with fewer data and avoids overfitting issues. Their proposed
method is not good at capturing the intraclass variability and can-
not represent all the classes. Also, their model is time-consuming
and cannot work with occlusion. There are various biometrics fea-
ture collection strategies to identify a human, but combining two
types of feature collecting approaches is still challenging, and very
few pieces of literature have taken advantage of such combina-
tions. Chao et al. [95] proposed a combination of DNN with
machine learning feature-based methods with an adaptive late
fusion strategy. They try to find points and collect features that
can be better classified through gait. It is effectively detecting
humans due to a multimodal adaptive late fusion strategy. The
authors did not apply any optimization methods for improving
the time and efficiency of algorithms.

Existing literature uses the representation of Binary Energy
Maps for extracting gait features. This representation has too much
noise while extracting the features, leading to lower accuracy. Cas-
tro et al. [31] proposed a CNN network that provides an empirical-
based comparison for the multimodal fusion of features for recog-
nizing gait. The proposed technique is independent of the filter as
they are directly taking images from input data without the pre-
processing step to get optimal features for recognizing gait. The
computational cost of their model is also less as it does not use a
preprocessing step. There is a decrease in the performance because
models cannot obtain unique flow vectors resulting in a view-
dependent model. Mehmood et al. [32] proposed a CNN-based
densenet-201 model for extracting the features and used hybrid
selection for reducing the features. Pretrained CNN models are
used for automatically extracting features, unlike in classical meth-
ods (to calculate the shape of geometric). Their proposed system
fails when the training data is small and computational cost and
time increase due to the fusion process.

3.1.6. Speed variation
Many factors influence recognition accuracy, like walking

speed. A shift of speed or pacing is how one walks, allowing to
change all time-based functions. In addition, natural characteris-
tics are often vulnerable to modification. For example, it is widely
understood that shifts in phase duration and joint angles will arise
Fig. 13. Timeline of pose-based papers
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as the walking pace changes. Peak values of instantaneous land
reaction force often vary at various rates. The work in [96] states
that traditional approaches use silhouette features like Gait Energy
Image, which averages the gait sequence in one gait cycle. This fea-
ture representation efficiently captures the spatial features, but
detailed features are lost, including temporal features. They pro-
posed a mutual subspace approach (CNN-based generalized sub-
space method). Their proposed method efficiently captures the
detailed features of the sequences lost in traditional approaches.
The computational complexity and cost are high, with less recogni-
tion rate.

Gait recognition is challenging when dealing with a person’s
speed changes. Sometimes the system fails to detect the same per-
son when he/she is with a different prop and has a slight change in
speed. For example, a faulty system might consider the subject an
imposter if they carry their phone and have a slouchy silhouette.
Liang et al. [99] proposed a deformable network that minimizes
intrasubject distortion changes in posture. Their proposed method
diminishes posture changes, thus making intra-subject changes
very small and increasing gait recognition performance. They did
not consider inter-subject deformation to get a more accurate net-
work for discriminative posture features.
3.2. Model based approaches

Model-based methods are classified into two groups: pose-
based [26,29,33,41,43,45,76,79,87,105–113,144] and sensor-
based [81,114–143,145–150] approaches. Model-based feature
representation models usually utilize distance or joint angle on
the human body for gait identification after designing the entire
human body. The aim is to efficiently and accurately detect key
positions. Most methods are complicated and costly in computing
as these methods need to calculate key points in every frame.
Model-based representation does not depend upon the size or
vision of characteristics. But it depends on the quality of the video.
They can cope with the numerous intraclass variations induced by
various covariates that influence the appearance of the items, such
as clothes, carrying, and viewing angle. But, calculating the key
points in every frame is not a trivial job, and thus computational
complexity of these methods is very high.
3.2.1. Covariates in pose-based approaches
As part of creating computer vision for gait recognition, another

unique breakthrough enhances the accuracy of gait recognition.
Pose-based approaches assist in executing gait recognition through
collecting features by joint angles. The timeline of papers reviewed
for pose-based is shown in Fig. 13, with the dataset used and the
accuracy obtained.
with dataset and accuracy details..
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Variations in viewing angles, clothing, and carrying conditions
degrade the gait recognition rate. Model-based approaches are
quite efficient in handling such variations. Weizhi et al. [105] pro-
posed a three-dimensional convolution neural network and LSTM
network capture spatial and temporal features from two-
dimensional images. Their model is good at capturing spatial and
temporal features. The three-dimensional pose-based method can
extract features more precisely in view variation than two-
dimensional pose-based methods. But, their model has very low
accuracy. Initial techniques to recognize gait were mostly based
on appearance. In appearance-based techniques, parameters were
taken from silhouettes. It is easy to compute the silhouettes and
gives good recognition accuracy but gets highly affected due to
covariates. In contrast to appearance-based, model-based
approaches are not much affected due to covariates but require a
high computational cost and do not give good recognition accuracy
with low-resolution images. Liao et al. [106] proposed a model
based on pose features that use CNN for gait recognition of 3-
dimensional human pose. Since their model uses 3-dimensional
pose estimates, it is invariant to view angles and various factors
changes. Also, using a three-dimensional pose for spatial and tem-
poral features improves the accuracy of the model. Their proposed
model effectively represents gait features and robustness toward
covariate condition variations. But their model has very low accu-
racy and a high computational cost as it converts two-dimensional
joint points to three-dimensional ones. There is a big fluctuation in
the accuracy when the angle difference between the train and test
set becomes 90 degrees.

Early techniques do not consider the entire height of the sub-
ject, due to which there is a decrease in recognition accuracy. Soko-
lova et al. [107] considered the entire height and joint angle points.
They proposed a novel pose-based CNN approach that considers
the entire height of a silhouette and joint angles. Their method is
not much affected due to covariates, especially viewing angles.
Their consideration of the entire height and the joint angle points
improves the recognition accuracy instead of considering the
entire silhouettes. Their model has a lower recognition rate
because their technique only uses motion while eliminating all
the color information. Tavares et al. [108] proposed the PifPaf tech-
nique that extracts features from noisy environments with noises.
They are using images from high-resolution cameras and thus get
the best pose features. Their model has given poor results and has
low accuracy. Also, they did not consider covariate situations. Their
proposed model is costly as it requires high-resolution cameras,
and high-resolution cameras are not installed at all places.

Luo et al. [109] targeted difficulties in real three-dimensional
structured data and proposed a hierarchical temporal memory net-
work using convolution and recurrent neural networks. Their pro-
posed method uses an estimation technique to detect body shape,
images of body-parsing, and virtual garments. Due to the use of all
these techniques, their model performs well in object and clothing
variations. Their method captures both spatial and temporal fea-
tures, which is more time-consuming. This algorithm performs
well only on large-sized datasets. Hossen et al. [110] proposed a
RNN-based method. Recurrent neural networks with gated recur-
rent units architecture are very powerful in capturing the temporal
dynamics pose sequence of the human body and performing recog-
nition. The authors also designed a low-dimensional gait feature
descriptor based on the 2D coordinates of human pose information
proven to be invariant to various covariate factors and effective in
representing the dynamics of various gait patterns. Their results
are robust as they found effective gait features for the view variant
environment. Nevertheless, they did not consider the cross-view
conditions.

Current methods based on skeleton have achieved less accuracy
as they tackle normal and noise data while recognizing gait. In
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[111], authors proposed a method based on skeleton using the sia-
mese network along with autoencoder networks. Their model is
effective for covariates like variations in clothes, time, and carrying
objects. Their method can reconstruct common trajectories and
perform accurate gait recognition with images with side view
angles. They are not dealing with the cross-view condition. Li
et al. [112] proposed a model based on a joint relationship map-
ping pyramid to capture spatial and temporal features. The compu-
tational cost of their approach is very high. Kooksung et al. [113]
proposed a new approach for automatically extracting the features
with the help of an autoencoder based on RNN. Their proposed
method is better at recurrent neural network features than princi-
pal component analysis and singular value decomposition. Their
recurrent neural network performance is very low because they
did not consider sequential data while decreasing dimensionality.
In [222], the authors extracted the 3D joint feature and 3D bone
feature based on 3D skeleton data and designed a dual graph con-
volutional network to remove corresponding gait features and fuse
them at the feature level. Their method works well on view varia-
tion. In [223], authors proposed a GaitGraph that combines skele-
ton poses with Graph Convolutional Network (GCN) to obtain a
modern model-based approach for gait recognition. The main
advantages are a cleaner, more elegant extraction of the gait fea-
tures and the ability to incorporate powerful Spatio-temporal
modeling using GCN. In [224], authors proposed a Pairwise Graph
Convolutional Network to capture gait features from skeletons.
Their method is suitable when identical-view and to cross-dress
cases exist.

Luo et al. [26] proposed a novel 3-dimensional CNN based on
gait recognition that is robust against clothing and view variations.
The authors concentrated on making a robust system for real-time
surveillance scenarios invariant from clothing, viewing, and carry-
ing conditions. Their approach requires high computational com-
plexity because of the computation of pose features used by their
method and, thus, is costly. [29] proposed a multi-stage CNN for
identification and verification. The system is GEI skeleton-based.
They have addressed covariate conditions of clothing variation
and view variation, and their application can be used for real-
world data. In their model, more tuning is required to make it
view-invariant. Generally, model-based methods are more robust
to clothes and view invariance, but it is not so in this case. Liao
et al. [41] proposed a pose-based spatio-temporal model for
extracting spatial–temporal features. Changes in carrying and
clothing do not have any impact on body joints. In clothing, espe-
cially coats, the results are very low. The computational cost of the
system is more.

3.2.2. Sensor based approaches
Challenges with optical camera-based gait recognition methods

include background motion, illumination problems, and display
dependence of the extracted features, which do not exist in wear-
able sensing-based gait technologies. Sensor-based, signal process-
ing, and data acquisition approaches play a vital role in
authenticating the user using gait signature and are less suscepti-
ble to covariates. Sensor-based gait recognition techniques are
shown in Table 1, which include covariates considered, the dataset
used, the accuracy obtained, the type of sensor used, and deep
learning architecture.

Wearable-sensors and nonwearable-sensors: There are two cate-
gories of data acquisition technologies. Those are wearable and
non-wearable sensing devices. Sensor instruments connected to
individual joints are classified as wearable, and non-wearable sen-
sors are mounted on the floor or walls to learn objective gait pat-
terns. The measurement of stride-related parameters of
biomechanics is the main reason behind achieving gait signatures/
features. Hannink et al. [114] tried to gather the best gait features



Table 1
Gait performance parameters under sensor-based approaches

Cite Covariate consider Dataset Accuracy Sensor used Gait Pipeline

[144] Spatial Temporal eGaIT - embedded 80.78 Wearable sensors DNN
[115] Adversarial GoogleNet 82 Accelerometer, Gyroscope DCNN
[116] Person re- identification SZTAKI-LGA-DB 96.84 Lidar (VLP16, HDL64) CNN
[117] Walking Pattern OULP 96 Accelerometer, Gyroscopes CNN
[118] Motion Pattern 10 subjects 97.06 Wearable accelerometer DCNN
[119] Pose ZJU-GaitAcc 93 Accelerometer DNN
[120] Wearable Devices McGill dataset 96.6. Accelerometer, Gyroscope CNN

OU-IS 67.9
[121] Multimodal authentication EID-M EEG 99.57 EEG Headset, Accelerometer RNN; LSTM

Gyroscope, Magnetometer
[122] Walking Pattern 22 subjects Treadmill 98 Radar micro-doppler Residual network
[123] Nonlinear gait Dynamical ZJU-GaitAcc 92.2 Accelerometer RBF network
[124] Recognition 34 participants 90 Accelerometer CNN
[125] Recognition McGill University 71 Accelerometer, Gyroscope CNN
[126] Real-Time constraint Grayscale R-D maps 99 Radar sensor DCNN - LeNet-5
[127] Recognition ZJU-gaitAcc 98.7 Wearable accelerometer RCNN
[128] Abnormal Gait Patterns Original dataset 87.97 IMU, Gyroscope LSTM-CNN

Tiptoe, Hemiplegic
[129] Recognition OU-IS 94.8 Accelerometer, Gyroscope DNN
[130] Recognition Own dataset 94.25 Accelerometer, Gyroscope CNN
[131] Spatial Temporal DVS128-Gait EV casia 96 Dynamic Vision Sensor DNN
[132] Multimodal CASIA B 91.3 Camera, Magnetometer 3D CNN, LSTM
[133] Abnormalities No dataset 94.1 Radar Deep learning
[134] Recognition OU-IS 89 Gyroscope, Accelerometer RNN
[135] Recognition Calibration dataset 21.22 Wearable pants Encoder decoder
[135] Temporal 12 participants 84.88 F-scan LSTM
[137] Temporal, Noisy image 3D Flash lidar camera 84.88 RGB camera Skeleton detector
[138] Temporal DFNAPAS 80.2 Accelerometer CNN

SisFall 74.58 LSTM
UniMiB-SHAR 82
ASLH 81.72

[139] Data scarcity CNU 82.53 Accelerometer CNN
OU-IS 82.53 Gyroscope

[140] Clothes Identification 93.5 Accelerometer CNN
Authentication 93.7 Gyroscope RNN-LSTM

[141] Context UIR 94.2 Accelerometer Encoder
human action Interference HHAR 87.9 Gyroscope Decoder

[142] Centre of pressure Treadmill-pressure data 99.9 Force platform pressure sensor CNN - Resnet
[143] Variations in activities SBHAR 97 Wearable sensors CNN

UniMiB 93.6
REALDISP 94

[144] 2-D Vision abnormalities 3D walking/ 97.2 97.2 Microsoft Kinect sensor GAN - LSTM
[145] Spatial Temporal Signals of a walking 91 Accelerometer CNN
[146] Foot–ankle kinematics PART VI - 3D motion 96.02 Soft robotic sensors ANN-LSTM
[147] Security Authorize SIIT-CN A, B, D, F, G 98.4 Kinect sensor CNN

C 100
E 98.9

[148] Privacy, Light conditions mmWave-radar waves 90 mmWave sensor CNN-ResNet18
[149] Preserving privacy 12 person data 89 Millimetre wave radar DRNN LSTM
[150] Recognition Raw ankle data-IMU 80 Accelerometer, Gyroscope IMU CNN
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from the data collected by inertial sensors. They proposed a Deep
CNN architecture to translate abstract information from a wearable
sensor. The implementation of the framework can be generalized
and flexible. The collection of representative training data is
time-consuming and sometimes infeasible. Adversarial perturba-
tions are vulnerable, and because of them, gait features are not col-
lected properly. Vinay et al. [115] proposed a deep learning
architecture to reduce the effect of attack by adversarial perturba-
tions for providing a secure authentication gait-based system.
Their proposed method is beneficial and does not degrade authen-
tication performance when attacked by adversarial perturbations.
When they conducted tests on the system with minor attacks,
the accuracy of the algorithm was decreased by 40%. Thereby,
the accuracy of their authenticating system is inadequate. Velo-
dyne HDL-64E LiDAR was prevalent for identifying humans in
the last few years. However, the cost and weight of the sensor
are very high, due to which it does not support real-time surveil-
lance applications.

Bence et al. [116] proposed a Lidar-based GEI descriptor that
effectively cost-effectively measures gait signature than previously
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used technologies such as Velodyne-VLP-16 LiDAR-based scanner.
Their method produced better results than other methods as it
works on the motion of an entire body. Low-cost, user-friendly
sensor-based gait recognition technology embedded into the wear-
able device is always in demand. Nguyen et al. [117] proposed a
CNN-based authentication system to recognize gait by designing
wearable sensors with a gyroscope and accelerometer. Their model
portrayed good accuracy but did not consider different contexts,
such as overcoming any covariates or taking the entire motion of
the body. Handcrafted feature extraction techniques could be erro-
neous and may be subject and situation-oriented. An inertial sen-
sor that collects motion data of human gait has a typical
structure (problem-specific). While training the system with such
data may generate entirely different results, it restricts this manual
handcrafted feature extracting technique’s generalization capabil-
ity. Dehzangi et al. [118] proposed a deep CNN-based network
for extracting discriminative gait features. High accuracy is
achieved due to the gathering of complementary discriminative
gait signatures, and it effectively expands the transformations via
2D time frequency. They require labeled signals for every subject
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because signals in the human-robot interface are usually noisy and
user-dependent. Gadaleta et al. [150] are gathering data from
accelerometer and gyroscope sensors. IMU (ankle worn) is used
to capture raw motion data. The collected data of IMU sensor is
sent to the pre-processing stage, which pre-processes raw data
and is utilized in training signal processing tools. They have used
CNN for extracting the feature.

3.2.3. Adversarial attacks and anonymization
The biometric function is how secure it is to spoofing assaults.

Snooping on user behavior applies to exploiting ”artificial patterns”
to obtain illegitimate access to confidential or secure resources. For
instance, the possible attacks on the gait recognition system are
shown in Fig. 14. In early techniques, imposters attack gait recog-
nition systems by mimicking the walking and clothing patterns.
Meijuan et al. [100] use spoofing attacks by replacing the existing
dataset with produced image samples. The authors proposed a
method based on the generative adversarial network to make fake
images of subjects. Their method effectively deceived the GaitSet
network. They computed the similarity score of samples in the gal-
lery and the attacking video. If the efficiency of calculating the sim-
ilarity score is good, then the performance of imposters attack
could be done.

Traditional cameras could not capture the changes in intensity.
Event-based cameras can capture the intensity changes, but the
output images still suffer from unrealistic, noisy, and low-
resolution information. Wang et al. [101] proposed a reconstruc-
tion method avoid unrealistic, noisy, and low-resolution informa-
tion by using unsupervised upsampling adversarial learning. The
accuracy of a model depends on image resolution. If the images
used for feature extraction are of low quality, the accuracy goes
down. So, they reconstructed the images to increase the image
Fig. 14. Covariate attacks on the network to
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quality for better accuracy of their model. However, they did not
consider the possibility of the effects of event stack forms on the
performance of EventSR. Gait recognition systems have higher
accuracy than other biometrics, but there is still scope for explor-
ing the robustness of adversarial systems. Ziwen et al. [102] pro-
posed a temporal-based attack using sparse adversarial. Attacks
in their model achieved good imperceptibility and a high attack
success rate. They have a limited capacity of trained generators,
due to which some of the generated adversarial samples are far
from the normal distribution of gait silhouette. Xue et al. [103] pro-
posed a GAN for capturing the details in time-serial data, which is
lost in capturing the adjoining frame rate. The proposed loss func-
tion, margin ratio loss, improves the gait classifier’s performance.
They did not try their algorithm on various covariates like carrying
and clothing conditions. They have worked on very small datasets.
They must have evaluated large datasets such as OU-ISIR MVLP to
get generalized results.

Information anonymization is one method to keep sensitive
details confidential on the internet. That is, the method of
anonymizing data sets so individuals can no longer be marked. A
randomized, anonymized gait is developed by mixing pre-trained
CNNs with noise gait pictures. Tieu et al. [104] modified gait sil-
houettes such that the gait of a person remains unidentified, but
still, the naturalness of gait remains the same. Their proposed
method of gait anonymization can prevent unauthorized gait.
The method developed achieves anonymization with gait natural-
ness when high-quality silhouette gaits are used. However, the
results look unnatural when low-quality ones are used. They pro-
posed to slightly deform human gait silhouettes by mixing an input
silhouette with another called a noise silhouette. However, their
method only focuses on the static aspect of human gait, although
the dynamic aspect is also important and privacy-sensitive. To
modify probe with the gallery images.



Table 2
Gait datasets for analysis of multiple covariate conditions

Cite Year Dataset name Covariates Subjects Sequences Environment

[151] 2012 OU-ISIR Treadmill B Cloth, Speed variation 122 1870 Inside
[152] 2012 OULP Cloth variation 4007 1872 Inside
[153] 2017 OU-ISIR OULP-Age Spatial Temporal 63486 31923 Inside
[154] 2018 OULP-Bag Carrying condition 62528 29097 Inside
[155] 2018 OU-MVLP View 63486 28 Inside
[156] 2020 OU-LPPS Pose Seq. View; Pose 10307 25 Inside
[157] 2014 OU-IS Sensor 744 2976 Inside
[158] 2003 CASIA-A 3 View 20 240 Outside
[159] 2006 CASIA-B View, Cloth variation 124 13640 Outside
[160] 2006 CASIA-C Speed variation 153 1530 Inside
[161] 2011 TUM-IITKGP Occlusion, Carry 35 840 Inside
[162] 2014 TUM-GAID -RGB-D Spatial Temporal 305 30 GB jpg files Indoor
[163] 2012 USF Cross view 122 1870 Outside
[164] 2001 CMU MoBo Carrying, Cross-view, speed 25 600 Treadmill
[165] 2010 KY4D Pose, Clothes 42 168 Inside
[166] 2014 Human3.6 M Spatial Temporal 11 3600000 Inside
[167] 2014 NTU RGB + D Spatial Temporal 60 56880 Inside
[168] 2019 NTU RGB + D 120 Spatial Temporal 120 114480 Inside
[169] 2014 BIWI Spatial Temporal 50 100 Inside
[170] 2012 IIT PAVIS Spatial Temporal Real Time 25 key points Inside
[171] 2017 3D Spatial Temporal 1 16 Inside
[172] 2012 CAD-60 Spatial Temporal 60 57600 Inside
[173] 2015 UPCV Gait Spatial Temporal 1 Points Inside
[174] 2013 UPCV Gait K2 S20 Spatial Temporal, Occlusion 18 Points Inside
[175] 2016 SDUGait Spatial Temporal 52 1040 Inside
[176] 2014 iLIDS-VID Recognition, View 300 600 Inside
[177] 2011 PRID-2011 Multiple person 475 1134 Inside
[178] 2012 SZU RGB-D Recognition, Pedestrian 4835 14505 Inside
[179] 2014 AVAMVG Recognition, View 20 200 Inside
[180] 2014 3D SKELETON Pose 10 557 Inside
[181] 2017 Ev-RW Speed 13 26 Inside, Outside
[182] 2012 Caltech Recognition 15 90 Inside, Outside
[183] 2017 INRIA Recognition 405 810 Outside
[184] 2008 ETH Recognition 853528 8580 Inside
[185] 2015 eGaIT - embedded Wearable sensor 17 101 Inside
[186] 2015 GoogleNet Sensor-based 60000 – Inside
[187] 2018 SZTAKI-LGA-DB Rador-based identification 54 10 Outside
[188] 2015 ZJU-GaitAcc Pose - sensor 175 11 Inside
[189] 2013 McGill dataset Wearable sensor 20 40 Inside
[190] 2016 EID-M EEG Sensor-based 52 11 Inside
[191] 2020 DVS128-Gait + EV Sensor-based 21 100 Inside
[192] 2019 Calibration dataset Sensor-based 32 166 Inside
[193] 2016 3D Flash lidar camera Temporal; Noisy image 16300 48900 Inside
[194] 2017 SisFall Temporal 19 38 Inside
[195] 2017 UniMiB-SHAR Temporal 30 11771 Inside
[196] 2016 ASLH Temporal sensor based 63 378 Inside
[197] 2015 CNU Sensor-based 495 4 Inside
[198] 2018 SIIT-CN Sensor-based Real Time – Inside
[199] 2011 Large population Carrying, Cloth footwear 115 2128 In, Out
[200] 2000 Small population Carrying, clothing, footwear 12 – Inside
[138] 2020 DFNAPAS Temporal sensor based Real Time – Inside
[43] 2019 FVG Pose 226 2856 Inside
[101] 2020 ESIM-RW Recognition 4148 8296 Inside
[99] 2016 MARS Identification Real Time – Inside
[141] 2020 HHAR Human action – – Inside
[141] 2020 UIR Human action – – Inside
[146] 2020 PART VI – 3D motion Foot–ankle data – – Inside
[143] 2020 SBHAR Activity variation – – Inside
[143] 2020 UniMiB Activity variation – – Inside
[201] 2019 CASIA E Carrying, Clothing, View 1014 101400 Inside
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use a noise gait, one must be confident that the gait recognition
device would not mistake the initial gait with the noise gait. Fur-
thermore, due to the small naturalness loss function, the anon-
ymized gait looks less natural, particularly for viewing angles of
0 and 180 degrees.

3.3. Dataset for various covariates

Collecting huge sample data to train and evaluate gait recogni-
tion methods and covering all the covariate conditions is
329
important. More technologies to analyze gait have been introduced
recently; this segment explores gait databases developed after
1990 in Table 2. An analysis of the free accessible gait datasets is
provided by comparing them with their published year, dataset
name, number of subjects in the dataset, sequences, the environ-
ment in which the dataset is captured, and the link of publicly
available datasets. To date, no dataset includes all the covariate
conditions. So, if the researchers try their algorithm on different
datasets, the situation is very different from the real-time scenar-
ios, and thus, the performance of the real-time situation differs.
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4. Research gaps and proposed solutions

While studying many research articles and implementing some
of the proposed solutions, we encountered many unanswered
questions, and the same are summarized below as research prob-
lems. Appropriate answers to these questions can result in a useful
extension of learning and knowledge in this area.

1. Which approaches (Appearance, Pose, or Sensor-based)
should be chosen for a gait-based surveillance system?
2. Which covariates are least handled?
3. How to deal with a variety of covariate conditions?
4. How many papers are handling the fusion of covariates?
5. What is the current level of accuracy for recent papers? Is
gait recognition feasible in a real-time situation?
6. Which deep learning pipeline is used in the most recent
papers? Which deep learning architectures are appropriate for
gait surveillance?
7. How many datasets are available, and what is the minimum
number of datasets needed to test the algorithm? Is there a
dataset including all the real-time scenarios for a gait-based
surveillance system? Which is it better to use; a 3D or 2D
dataset?
8. Which platform (Fog/Edge) is best for the deep learning
model?
9. What are the privacy concerns of a gait surveillance system,
and how can they be addressed?
10. Does the gait surveillance system support real-time
analytics?

4.1. Research gaps

The above research problems address several research gaps that
are explained below.

� Appearance-based methods are less complex, but they have a
low level of accuracy. Pose-based methods are precise, but they
require a lot of computing power. Wearable sensor-based methods
are accurate, but they are not practical everywhere because they
require human contact, and non-wearable sensors are not precise.

� Handling covariates is still difficult as the accuracy of the gait
recognition algorithm is low.

� Covariates such as temporal features, multi-gait, and speed
variation have received little attention.

� Current works in the literature consider one type of covariate
at a time as no gait algorithm can handle all the covariate condi-
tions in real-time. Also, the accuracy of these algorithms is low.

� The accuracy achieved so far ranges from 40% to 100%. Full
accuracy (100 percent) is usually achieved without covariate con-
ditions when a dataset is manually preprocessed. The presence of
covariates, particularly in occlusion and view angle (0 and 180
degrees), impacts the accuracy of the gait recognition algorithm,
which is unacceptable in a real-time scenario.

� Most papers use automated CNN layers to obtain the feature
set. However, hyper-tuning such CNN parameters remain difficult
and vary from dataset to dataset. For gait surveillance systems,
pre-trained deep networks are frequently used. Still, the results
are unacceptable for a few datasets (real-time datasets). For a
few datasets, which are manually preprocessed, the accuracy is
high.

� Various gait datasets cover all the covariate conditions for dif-
ferent individuals, but no single dataset contains all the covariate
conditions with the same individuals. Three to four datasets are
likely to be required to validate the algorithm. However, because
there is no single gait dataset that covers all real-time scenarios
for a gait-based surveillance system, no condition is still designed
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to make the algorithm work in the real-time scenario. 3D datasets
are more convenient because they capture more details about the
subject. Due to the high cost of 3D capturing sensors, only a small
number of gait 3D datasets are available.

� Edge computing is more secure than fog computing. However,
edge computing is only supported by a small number of deep
learning architectures. The optimization of these deep networks
is critical.

� Privacy is still a concern in gait recognition, and no literature
is available that focuses on security issues.

� Real-time analytics remains difficult due to the lack of opti-
mized deep architectures and datasets covering all covariates.

4.2. Proposed solutions to handle gait covariates

Few approaches that have been used to date utilize model-
based algorithms to collect gait biometrics. Today, computing
capacity allows the exploration of 3D gait biometrics with the help
of 3D methods. 2D database and pose recognition systems are
computationally simple and quick but appear to have limitations
due to dependency. The 3D gait dataset and techniques can over-
come common problems like 3D gait data providing more details
than 2D data. Even 3D data can effectively deal with occlusion,
noise, and varying view angles. Deep learning models collect either
spatial or temporal features in most gait recognition approaches.
However, most of the temporal information is lost while using
CNN. Both spatial and temporal information needs to be collected
to get better performance.

The proposed methodology suggests a fusion-based deep learn-
ing pipeline to obtain maximum features and uses anonymization
to make a robust and secure Gait Recognition System (GRS). The
user identity can be hidden through anonymization. This technique
is essential as the stored dataset contains the user identity. An
anonymized silhouette looks the same as the original silhouette
(that is, the naturalness of silhouettes persists). In case the dataset
is hacked, the hacker will not know whether the dataset is
encrypted or not. We propose a specialized deep CNN architecture
for gait recognition that collects spatial and temporal features. It is
depicted in Fig. 15, and it is less susceptible to a variety of covariate
conditions in gait recognition.

Following are the features of the proposed deep CNN
architecture:

� A fusion of appearance-based and pose-based methods is pro-
posed to optimize the solutions. Features must be calculated with
appearance-based methods to use low computational power and
then be passed to pose-based methods in the deep learning pipe-
line to achieve better results.

� More real-time datasets should be developed so that the train-
ing can be done rigorously, and a large number of covariates can be
handled to achieve better accuracy of the gait recognition algorithm.
Also, multi-gait problems can be solved with real-time datasets.

� LSTM has been proposed as a part of a deep learning pipeline
to capture temporal features and speed variation.

� Multiple optimized gait pipelines have been proposed to cap-
ture all the covariate conditions in real-time.

� Hyperparameter tuning is done to a deep learning pipeline for
real-time datasets so that they are not manually preprocessed for
training gait recognition algorithms.

� More techniques should be evolved to capture 3D datasets or
convert 2D datasets into 3D datasets to make the GRS more reliable
and cost-effective.

� Edge computing is more secure than fog computing; therefore,
different GPU-enabled microcontrollers can optimize deep net-
works for GRS like jetson nano.

� Anonymization strategies have been proposed to make the
GRS more secure.



Fig. 15. Proposed deep learning pipeline to deal with gait covariates.

Fig. 16. Ratio of covariate papers based on Appearance, Pose, and Sensors.
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� Real-time analytics has been proposed using powerful hard-
ware architectures and designing optimized deep learning net-
works that work on large datasets covering all the covariates
conditions.

4.3. Salient outcomes of the review

This section will look at the outcomes in terms of the most used
covariate techniques and gait pipelines. Next, we provide details
about the most popular datasets used by these deep learning
pipelines in research papers published in the last five years. In
Fig. 16, the ratio of gait research papers (in the form of a pie chart)
that has been published in the previous five years is given.

Most of the work on these papers is done by using sensor-based
and clothing-based variations. Variability in speed and the inclu-
sion of multi-gait are simply overlooked. On the other hand, view
variation, spatial & temporal features, and pose-based work have
received some attention.

According to the results, deep learning models significantly out-
perform machine learning models, which is why deep learning has
appeared in several papers in the past five years. When deep learn-
ing is employed, a convolutional neural network is the most used
approach for automatic feature extraction. The most widely used
deep learning approaches for gait recognition are depicted in
Fig. 17. CNN is implemented in 35% of papers, LSTM, GANs, and
so on are all applied in the remaining 65% of papers.

Various datasets are used to train the gait algorithm against a
wide range of covariates. Fig. 18 depicts a ratio of the most widely
used gait datasets available for gait recognition. The most adopted
gait dataset is CASIA B, followed by OULP, then various wearable
sensors, followed by TUM-GAID, OU-MVLP, and others.

4.4. Potential applications of gait biometrics

When deciding on applications of appearance, pose, and sensor-
based approaches, one frequently becomes perplexed about the
best option. To make this clear, we have provided a clear bifurca-
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tion between applications to choose the best approach. Fig. 19
shows a few detailed examples of application-specific approaches.
The benefits and limitations of approaches based on appearance,
pose, and sensor-based were discussed in Section 4.

Appearance-based methods do not rely on video quality and
require little processing power. As a result, these approaches are
used where low-resolution cameras and no GPU facilities are avail-
able. Pose-based methods are better for handling covariates than
appearance-based methods but have high computational complex-
ity. Wearable and non-wearable sensors are the two types used in
sensor-based methods. Wearable sensors have higher accuracy
than non-wearable sensors, but they require human intervention,
so they are not applicable everywhere. Even though non-
wearable sensors are inaccurate, they are widely used because they
do not require human intervention. The traditional biometric
methods of identification have faced many difficulties and limita-
tions. For example, it is not advisable to remove masks for security
checks at airports in a pandemic. Due to the limitation of technol-
ogy, people had to remove face masks to get themselves identified



Fig. 17. Ratio of the most adopted deep learning approaches for gait recognition.

Fig. 18. Ratio of the most adopted gait datasets.

Fig. 19. Application-specific approach based on Appearance, Pose, and Sensor-
based.

Table 3
Acronyms used in this article

Acronym Full form

[202] CNN Convolutional Neural Network
[203] DNN Deep Neural Network
[204] FCNN Fully Convolutional Neural Network
[204] DCNN Deep Convolutional Neural Network
[205] SNN Siamese Neural Network
[206] RNN Recurrent Neural Network
[207] RCNN Recurrent Convolutional Neural Network
[208] LSTM Long Short-Term Memory
[209] GAN Generative Adversarial Network
[210] AB-GAN Alpha Blending GAN
[211] VGG Visual Geometry Group
[212] GEI Gait Energy Image
[213] SGEI Skeleton Gait Energy Image
[214] ReLU Rectified Linear Unit
[215] RGB Red Green Blue
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in the current scenario. Had there been gait surveillance, removing
face masks would not be necessary. The unobtrusive method of the
gait biometric renders it uniquely suited for surveillance purposes.

5. Challenges and future prospects

The capabilities of GRS have improved over time, and many
researchers continue to enhance them. Overcoming significant dif-
ficulties involves computational platforms, DNN architectures,
data sets, real-time analytics, privacy, security aspects, and aiding
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to the complexity and covariate conditions. In the following sub-
sections, we brief about these points.

5.1. Covariates

As far as covariates are concerned, there are still shortcomings
in the techniques available. The conventional methods are not able
to handle covariates effectively. The latter poses various challenges
to empower gait-recognition systems to subsume the complexity
of covariates and especially significantly impact the gait recogni-
tion rate. Among the most prominent adverse effects of covariates
on gait recognition is a change in walk style, speed, and spatio-
temporal aspects. Our proposed framework (Fig. 17) comprises a
fusion of various deep learning models to handle covariates and
privacy issues and efficiently utilize various gait datasets to
improve the accuracy apart from other useful performance param-
eters of GRS.

5.2. Deep learning architectures

Deep learning frameworks available perform well in a wide
variety of situations to handle various covariate conditions. How-
ever, several questions arise about their use. The first is difficulties
in making a sound choice of a suitable framework. Next, what do
deep learning models specifically learn? Nevertheless, how can
adversarial attacks easily deceive the GRS? Lastly, what is a mini-
mal deep neural net configuration that can attain a particular
degree of accuracy on a given dataset, and how can the best mul-
tiple architectures be fused to lead to an overall improvement?.

5.3. Suitable dataset

Existing biometric datasets for identification (such as CASIA,
OU-ISIR, TUM, and USF) still cover a limited portion of all real-
time scenarios. There are several situations in which sensors are
acquiring data that stops operating, leading to incomplete datasets.
Further, people in real-time situations are in millions, e.g., global
terrorist tracking. To achieve better biometrics performance, inter-
operable surveillance systems acquire comprehensive datasets of
many people with covariates that should be operational.

5.4. Fog/Edge computing platforms

For a GRS, deep learning models need good computation power
and large memory and, thus, are usually deployed on public/pri-
vate clouds. Most efforts so far have focused on enhancing the per-
formance and accuracy of these models in the cloud, but now there
is a need to optimize them to work at Edge or at most in Fog to
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enable these models to perform well. We found certain algorithms
in the literature that reduce the learned size and complexity of the
models. Thus, these lightweight architectures can be used on
embedded products, providing a CPU/memory-efficient model,
and opening new applications.
5.5. Protection, privacy, and anonymity

Protection of the dataset is important in gait identification sys-
tems. Adversarial attacks, template attacks, noise attacks, and pre-
sentation attacks will harm the datasets and gait recognition
systems. Many attempts have been made to provide robust spoof-
ing identification, but not all of them have been reliable. The latest
instances of thefts of biometric data have posed privacy issues.
Their gait may derive any details regarding the identity/age/gender
of the user. Research on authentication schemes is important to
ensure the protection of data with visual images.
5.6. Real-time analytics

In real-life scenarios, apart from the accuracy of recognition,
responding to intrusions or abnormal situations in a timely man-
ner is critical. For large amounts of video, data uploaded to the
cloud would hamper real-time responses even from cloud-based
analytics. In such cases, edge/fog analytics have become more rel-
evant and are trending these days. Powerful edge devices with cus-
tomized accelerators for lightweight deep learning and encryption
tasks are thus emerging to handle such demanding situations.
6. Conclusion

Gait biometrics has acquired the center stage in surveillance
systems enabled by increased connectivity and data rates comple-
mented by a rise in IT installations in many sensitive areas, includ-
ing smart cities. It is vital to recognize individuals, in real-time, at
many sensitive places like airports, railway stations, bus stations,
hospitals, and public areas using prevalent biometrics in such sys-
tems. Nonetheless, many barriers have impeded the commercial-
ization of biometric use in every environment. Behavioral gait
biometrics has evolved as a potential future security measure. It
is unobtrusive, imperceptible, and applicable at a distance, even
with low-quality video footage. The method is very robust since
it is difficult to imitate the gait of others. This paper sheds light
on the deep learning approaches used in handling gait covariates
and the datasets employed by various researchers. Compared to
earlier surveys, this article has offered a detailed review of
covariate-based gait recognition approaches reported from 2015
to 2020 and has explained the terminologies in gait recognition
systems. This paper also covered a comprehensive review of all
the covariate conditions based on Appearance, Pose, and Sensor-
based. Security issues (adversarial attacks) and the methods to
overcome them (anonymization methods) are discussed. The prob-
lem statement of each targeted paper has been discussed with the
novel approach adopted by the authors. Details of more than 50
datasets have been provided, including the available link to access
the said datasets. Despite recent breakthroughs in the biometric
gait techniques, exploring various covariate approaches further
by creating broader and more challenging datasets apart from
methods, which help train deep learning models to perform better
in real-time scenarios. Covariates conditions need to be handled
more efficiently using powerful models and fusion of one or more
deep learning pipelines. Such systems can be more effectively
deployed, as automatic systems, offering comprehensive, reliable,
and secure with enhanced privacy and protection in time to come.
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